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Across the Enterprise Network

DeviceAuthority Update Module

DeviceAuthority Update Module provides reliable, secure and automated
implementation of changes throughout the enterprise network ensuring
consistency, standardization and compliance. By automating the process
for making network changes, IT organizations can reduce errors and
increase their efficiency. In addition, the management and deployment
of configuration and software changes reduces the costs associated with

manual tracking and deployment of device configuration changes.

DeviceAuthority Update Module, built upon AlterPoint’s Integrated
Network Environment™ (INE), integrates the key tools used by network
engineers such as inventory list, ping, tracert, telnet, SSH, Web browser

and scripting, enhancing their effectiveness with navigation, view, control

Intelligent Configuration
Change Implementation
Using DeviceAuthority Update Module, enterprises can:
® Automate mass configuration changes saving time and money
over perfoming changes manually
® Stage deployments for new devices to streamline the activation
process
® Plan and schedule incremental configuration changes to increase
staff efficiency
® Simplify software provisioning and deployments to reduce
security issues

Ensure consistency and standardization.

Reduce Risk.
Visualize.
Automate.
M Govern.
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Summary view of a change definition in DeviceAuthority
Update Module.

and embedded intelligence functionality. Used in
conjunction with DeviceAuthority Audit Module, IT
organizations are able to effectively understand the
state of the network, quickly detect problems, imple-
ment changes and rapidly remediate issues, ensuring
real-time compliance to policies and standards, while

minimizing risk to the business.

Key Features
Intelligent Change Operations
Reduces errors, effort and expertise required for
implementing changes across the network. The
intelligent change wizard leverages embedded intel-
ligence (hardware vendor and network engineering)
to simplify and automate complex or routine config-
uration tasks (password changes, SNMP community
string, etc).
* Proactive Syntax Checking. Verifies
proper format and syntax for each command
line through an extensive Configuration Grammar
Library ensuring accuracy without jeopardizing the
operational state of a device.
e Automated Script Generation. Minimizes
scripting expertise requirements, improves staff effi-

ciency and enables knowledge sharing. AlterPoint’s
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“BEFORE

IMPLEMENTING

DEVICEAUTHORITY,

PROPAGATING

CHANGES—MAKING

THE CHANGES,

VERIFYING, THEN

PUSHING THE NEW

CONFIGURATION—

TOOK MY

NETWORK TEAM

THE BETTER

PART OF A

WEEK. NOW THE

ENTIRE PROCESS

ONLY TAKES 30

MINUTES.”
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actions, simple or complex, and saves them as

change or validation scripts.
¢ Automated Change Verification and Vali-
dation. Provides detailed, real-time feedback of

the success or failure of a change. Through pre-

change (validation) or post-change (verification)

checkpoints, users can automate preventive or

remedial actions (i.e. rollback to a good state,

if a device fails to meet established validation Change templates may be validated against DeviceAuthority

criteria) Suite’s Configuration Grammar Library to ensure no invalid
commands are performed directly against a networking

device.
Automated Policy Remediation

Performs configuration changes automatically on any device that is in violation of established policies
and rapidly reconfigures the device a desired state.

Software Image and Patch Management

Reduces the complexity and risk associated with managing software image changes. Through a
centralized software library and automated change capabilities, IT personnel can more efficiently
patch devices exposed to hardware vendor bugs or security vulnerabilities.

Configuration Change Workflow
Ensures that device changes are made in a consistent, precise and efficient manner across multiple
devices. Best practice, process-based change templates define how and when a specific change should

occur.

Out-of-the-box Diagnostic Scripts
Over 100 predefined scripts for operational diagnostics including: “Show IP route,” “Show interfaces
brief,” “Show OSPF neighbors,” “Show versions,” “Show protocols,” and more, simplifying the moni-

toring of the operational state as mass changes are performed.

Requirements

DeviceAuthority Server 3.5

DeviceAuthority Audit Module 3.5

User Interface Requirements:

Resolution Settings: 1024 x 768 or greater

Web Browser: Microsoft Internet Explorer 5.5 or higher with 128-bit encryption

Integrated Network Environment (INE): Microsoft Windows 2003, 2000 or XP Professional
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