
MXSWEEP – POLICY AND COMPLIANCE

OVERVIEW

INTERFACE

As businesses become more reliant on email the requirement to 
control content entering or leaving the email infrastructure is 
increasing. 

The MXSweep custom policy engine allows business to create a 
number of custom policies to meet the business requirements. 
Policies include the ability to monitor email for certain content 
using either pre-defined dictionary filters or customer defined 
dictionary filters.  

Using the power of regular expressions, administrators are able to 
create either simple or more complex filters. 

Once a filter has been matched, customers are able to select 
either single or multiple actions to apply to the email. 
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MXSweep filters can be set using simple key word searches or regular 
expressions. Simple dictionaries allow administrators to simply add a list 
of words or phrases, the dictionary can then be selected as part of a 
search for Policy. 

For administrators that want more control, the regular expression 
builder allows them to create their own advanced expressions  as  
search criteria.  

As part of the policy and compliance engine, MXSweep provides a list 
of pre-defined compliance filters. These filters include advanced 
heuristically based methods to scan for 

•Racial Content
•Offensive Language
•Sexual Language 

In addition a list of pre-defined identifiers exists, which allow for the 
intelligent searching of Credit Card Numbers, National Insurance, 
Social Security, or PRSI numbers. 

COMPLIANCE FILTERS

You can select either single or multiple actions to apply when a policy 
condition is met. 

The Approval Box, allows messages to be stored pending approval. 
Administrators are then able to approve messages for release. 
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